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How to use this template

This sample template was designed to help MSPs assess around alignment with your stack AND sales, but it will also result in improving security through alignment with best practices. 
Here are some tips:

1. Make it your own – this is a word doc so you can easily modify an item to include your specific technology 

2. Add or delete items to align with your stack and services

3. Write items so that the anything other than a Satisfactory answer would associate with the need for a specific product/service you offer or an industry best practice that you encourage
4. This template includes a blank line under each item so that you can add additional responses as you find them in the process
5. If you are interested in automating your QBR process with assessments, contact us – info@lifecycleinsights.io 
Prepared for: ___________________________      



Date: _____________
Lifecycle DFLT Assessment
This is the default assessment template shared by Lifecycle Insights.  It is aimed at assessing risk in the following categories: Hardware, Business Applications/Software, Security, Continuity, Policy & Procedure, and Regulatory Compliance.
Business Applications / Software
Software Applications for Operating and Protecting the Business 

	Hosted Email

	
	Needs Attention/Partially Aligned 
	Google Apps for Business in in place.  We recommend Office365. 

	
	Satisfactory/Fully Aligned 
	Email is outsourced to a 3rd party Hosted Exchange provider or to Office 365 

	
	
	


Hardware
Review different components related to client's infrastructure. 

	Switching

	
	At Risk/Not Aligned 
	Switches are over 5 years old and not cloud managed/monitored.  This will have performance implications and increases potential for failure and increased downtime.  

	
	Satisfactory/Fully Aligned 
	Client has deployed Next Generation cloud managed switches and refreshing them on a schedule as part of regular lifecycle management.   

	
	
	


	Asset Inventory

	
	At Risk/Not Aligned 
	Asset Inventory is not being performed. 

	
	Needs Attention/Partially Aligned 
	Asset Inventory is manual and time consuming.   

	
	Satisfactory/Fully Aligned 
	Asset Inventory is largely automated and included in the service agreement.   

	
	
	


	Power Management

	
	At Risk/Not Aligned 
	Existing UPS is at EOL and / or does not have enough capacity to support the environment. 

	
	Needs Attention/Partially Aligned 
	Battery backup is attached to server - however configuration has not been tested. 

	
	Satisfactory/Fully Aligned 
	All equipment is protected by a UPS. 

	
	
	


	Workstations

	
	Not Applicable 
	There are no workstations. 

	
	At Risk/Not Aligned 
	Some workstations are past EOL or have warranty that has expired. 

	
	Needs Attention/Partially Aligned 
	Some workstations are approaching EOL  or warranty expiration. 

	
	Satisfactory/Fully Aligned 
	Workstations are not approaching EOL or warranty expiration. 

	
	
	


Security
Review critical areas of security in place for the client. 

	Anti-Spam and Virus Filter

	
	At Risk/Not Aligned 
	There is no anti-spam and virus filter in use.  The email client provides filtering. 

	
	Needs Attention/Partially Aligned 
	There is a 3rd party anti-spam and virus filter that is integrated with the hosted Exchange provider. 

	
	Satisfactory/Fully Aligned 
	Sophos Central Email Advanced resolves this threat. 

	
	
	


	Anti-Virus

	
	At Risk/Not Aligned 
	Anti-virus is installed manually with some machines unprotected or out of date. 

	
	Needs Attention/Partially Aligned 
	Anti-virus is managed internally using a server based console and all endpoints are up to date. 

	
	Satisfactory/Fully Aligned 
	Quality anti-virus is installed and centrally managed. 

	
	
	


	Intrusion Detection & Prevention

	
	At Risk/Not Aligned 
	IPS/IDS is not supported on current firewall solution. 

	
	Satisfactory/Fully Aligned 
	IPS/IDS is included as part of Firewall as a Service subscription. 

	
	
	


Continuity
Business Continuity and BDR 

	Backup of Cloud Services

	
	At Risk/Not Aligned 
	Microsoft and Google both recommend a third party backup of their cloud services.  No such backup has been implemented.   

	
	Acceptable Risk/Mostly Aligned 
	Client understands the risk and is willing to accept the loss of all data stored in third party cloud environments.   

	
	Satisfactory/Fully Aligned 
	Cloud Backups have been deployed.  Monitoring and test restores are part of the Client's service plan.   

	
	
	


	Email Archiving

	
	At Risk/Not Aligned 
	Client has sensitive data and/or reporting requirements and Email Archiving is not in place. 

	
	Acceptable Risk/Mostly Aligned 
	Email Archiving is not in place and the Client accepts the risk of lost or incomplete data searches in the event of a request (i.e. FOYA) 

	
	Satisfactory/Fully Aligned 
	There is no sensitive information in email.  Email is deleted regularly to limit exposure in the event of a breach.   

	
	Satisfactory/Fully Aligned 
	Email Archiving is in place to protect sensitive data from loss and/or simplify reporting in the event of a data request (i.e. FOYA).   

	
	
	


	Redundant Internet

	
	Acceptable Risk/Mostly Aligned 
	Client is aware that redundant solutions exist, but has identified minimal downtime as an acceptable risk that has minimal impact on the business.   

	
	Satisfactory/Fully Aligned 
	Client has implemented Verizon 4G Wireless Backup 

	
	Satisfactory/Fully Aligned 
	Client is running 2 ISP circuits in tandem.   

	
	
	


Policy & Procedure
Does the company have the necessary Policies & Procedures in place to provide appropriate protections? 

	Acceptable Use Policy (AUP)

	
	At Risk/Not Aligned 
	No AUP exists.  Client has little recourse if technology is misused.   

	
	Needs Attention/Partially Aligned 
	AUP hasn't been updated in 2 years 

	
	Acceptable Risk/Mostly Aligned 
	AUP is in place and signed by all staff members.   

	
	Satisfactory/Fully Aligned 
	AUP is in place and regularly updated to keep up with changing threat landscape.  The AUP and updates to it are signed by all staff members. 

	
	
	


	Offboarding policy 2.0

	
	At Risk/Not Aligned 
	No policy 

	
	Acceptable Risk/Mostly Aligned 
	team member 

	
	Satisfactory/Fully Aligned 
	automated 

	
	
	


	Access Logging

	
	At Risk/Not Aligned 
	Client is not logging access to sensitive areas (server rooms, restricted printers, etc). 

	
	At Risk/Not Aligned 
	Client is not logging access to sensitive areas (server rooms, restricted printers, etc). edited 

	
	Satisfactory/Fully Aligned 
	Sensitive areas are monitored by cameras and access is logged.  

	
	
	


	Data Encryption Policy

	
	At Risk/Not Aligned 
	Data Encryption Policy exists but is has not been shared with the Service Provider or is not being monitored.   

	
	At Risk/Not Aligned 
	No Data Encryption Policy exists.   

	
	Satisfactory/Fully Aligned 
	Client has a documented Data Encryption Policy.  It has been shared and is on file with the Service Provider, and has been implemented.  Software is being used to monitor results in near real time.   

	
	
	


	Lifecycle Management

	
	At Risk/Not Aligned 
	Lifecycle Management is not being performed regularly, leading to significant technology debt and increased risk for the organization. 

	
	Satisfactory/Fully Aligned 
	Lifecycle Management is being performed regularly, limiting technology debt and decreasing risk for the organization. 

	
	
	


	LoB Application Support

	
	At Risk/Not Aligned 
	Client is dependent on out of date software that is not under vendor support.  This may lead to stability issues, downtime, and/or security breaches.   

	
	Satisfactory/Fully Aligned 
	Client's Line of Business Applications are modern and under vendor support.  These applications are included as part of Lifecycle Management planning.  

	
	
	


	Mobile Device Policy

	
	At Risk/Not Aligned 
	Mobile Device Policy exists but is has not been shared with the Service Provider or is not being monitored.   

	
	At Risk/Not Aligned 
	No Mobile Device Policy exists.   

	
	At Risk/Not Aligned 
	Mobile Device Policy exists but does not account for personal devices, leaving the client at risk for exposure.   

	
	Satisfactory/Fully Aligned 
	Client has a documented Mobile Device Policy.  It has been shared and is on file with the Service Provider, and has been implemented.  It includes policies and safeguards for personal and business own 

	
	
	


	Patch Management

	
	At Risk/Not Aligned 
	No defined process exists for deploying Operating System and Application updates on a regular basis.  These patches are installed manually and there is no method or process for checking the status of  

	
	Satisfactory/Fully Aligned 
	A defined process exists for deploying Operating System and Application updates on a regular basis.  These patches are audited for successful deployment and remediated if/when failures occur.   

	
	
	


	Removable Media Policy

	
	At Risk/Not Aligned 
	No removable media policy exists.  Data is at risk of being exposed via USB drive or other removable media.   

	
	Satisfactory/Fully Aligned 
	Removable Media Policy is in place, signed by all staff members, and enforced with a software solution.   

	
	Satisfactory/Fully Aligned 
	Removable Media Policy is in place and signed by all staff members.   

	
	
	


	Security Audit

	
	At Risk/Not Aligned 
	User accounts are not being audited, leaving potential for access from former employees or those with permissions above those required to perform their job function.   

	
	Satisfactory/Fully Aligned 
	Regular Security Audits are being performed to ensure that stale user  accounts are removed/deactivated and that users have the least level of privilege to perform their job functions.   

	
	
	


	Servers

	
	Not Applicable 
	There are no servers. 

	
	At Risk/Not Aligned 
	Some servers are past EOL or have warranty that has expired. 

	
	Needs Attention/Partially Aligned 
	Some servers are approaching EOL  or warranty expiration. 

	
	Satisfactory/Fully Aligned 
	Servers are not approaching EOL or warranty expiration. 

	
	
	


	Technology Budgeting

	
	At Risk/Not Aligned 
	Technology Budgeting is not being performed regularly, making lifecycle management a difficult or impossible task to keep up with. 

	
	Satisfactory/Fully Aligned 
	Technology Budgeting is being performed regularly as part of the vCIO process, limiting technology debt and making the lifecycle management process easier to manage.   

	
	
	


	vCIO Consulting Services

	
	At Risk/Not Aligned 
	Client does not have an engagement for vCIO services.  Necessary tasks like Strategic Technology Planning, Budgeting, and Technology Alignment are not being performed regularly.   

	
	Satisfactory/Fully Aligned 
	vCIO Services are included in the service offering and Strategic Business Review meetings are scheduled quarterly.   

	
	Satisfactory/Fully Aligned 
	vCIO Services are included in the service offering and Strategic Business Review meetings are scheduled semi annually.   

	
	Satisfactory/Fully Aligned 
	vCIO Services are included in the service offering and Strategic Business Review meetings are scheduled annually. 

	
	
	


Regulatory Compliance
Identify and Score Client Compliance Obligations 

	HIPAA Regulatory Compliance 

	
	Not Applicable 
	Client does not operate as a Covered Entity or Business Associate. 

	
	At Risk/Not Aligned 
	Client is a Covered Entity or Business Associate and alignment with the HIPAA rule is insufficient.   

	
	Satisfactory/Fully Aligned 
	Client has a Compliance Process in place and is continually working from a recent SRA and Improvement Plan. 

	
	
	


	NIST 800-171 Compliance

	
	Not Applicable 
	Client is not obligated to maintain NIST 800-171. 

	
	At Risk/Not Aligned 
	Client is a Government Contractor and is not in full alignment with NIST 800-171. 

	
	Needs Attention/Partially Aligned 
	Client has performed a full Risk Assessment but has work to do to achieve alignment with NIST 800-171 

	
	Satisfactory/Fully Aligned 
	Client has performed a full Risk Assessment and is continually working to achieve/maintain compliance with NIST 800-171. 

	
	
	


	PCI Compliance

	
	Not Applicable 
	Client does not handle payment card data. 

	
	At Risk/Not Aligned 
	Client handles payment card data but has not met the regulatory compliance obligations of PCI.   

	
	Needs Attention/Partially Aligned 
	Client has performed some measures to protect payment card data but is not fully compliant.   

	
	Satisfactory/Fully Aligned 
	Client regularly completes their PCI compliance questionnaire with input from the IT team and is following the compliance recommendations of their processor or PCI Compliance Consultant..   
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